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Is this booklet for me?

This booklet contains important information that can
help people of all ages, especially teenagers and young
adults understand and prevent cyberbullying. In addition,
it has information that can help benefit parents, teachers,
and caregivers, by providing them with the support and
advice they need.
This booklet will empower you with the information
you need to prevent cyberbullying from happening and
report cyberbullying if it occurs. It will help provide you
with the background knowledge to better understand
the issue, and how to safely deal with cyberbullying. This
booklet is substantially unique because it aims to help
you bring out the leader within you, and be a pioneer
with a true impact in putting a stop to cyberbullying
instead of being a bystander.
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Why could this booklet be important to
me?

ing?
Have you been subject to cyberbully
Have you cyberbullied someone?
ing incident?
Were you a bystander in a cyberbully
a victim of
Do you know someone who has been
cyberbullying?

Cyberbullying is a serious issue and should not be
overlooked, and we must work together to stop it from
occurring. We all know that cyberbullying is harmful,
and it has a negative impact on others, we also know
that it can be very dangerous at some point.
Do not be a recipient of what happens to you and those
around you, be a leader and prove the value of your
presence, and leave a mark that contributes in changing
the reality of cyberbullying and leave a positive effect
on other people’s lives.
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What is bullying in general ?

Bullying is any type of abuse, or harmful act done by
one person to another person, or done by a group of
individuals against a person or another group. To label
an act as “bullying”, it has to have happened more
than once. Bullying is based on an individual exploiting
another individual, or using their weaknesses to cause
harm to them. The danger of bullying lies in its purpose,
which is to defy the victim’s personality through tackling
his self-esteem, minimizing his value and consideration
both to himself and others.
The main factor in bullying is the intention to cause
harm. The intention could be expressed as a joke, or
other more serious acts. The intention may also be
expressed in a minor or major way, but regardless of the
intention or extent of the intention, the only outcome is
that an individual will be harmed.
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What is cyberbullying?

Cyberbullying is an act by a
person or a group which
causes harm to another
person or group
using electronic
devices linked
to the internet,
such as laptops,
mobiles, or tablets
and through social
media applications
as Instagram, Facebook,
Snapchat, WhatsApp, online
games, text messages, emails,
etc.
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Bullying
It could include physical harm.

What are the
differences
between bullying
and cyberbullying?

It is limited, only a few people
may know about it.
The victim usually knows
who bullied him.
Bullying stops at the end of
the bullying act, the memory
of the incident may remain and
have an impact on the victim
and affected individuals.
Usually, the bully thinks carefully, and plans for the proper
time, and place.
Limited within a specific time
and place where the victim is
present such as a classroom.
Repetition is a condition in
order for an act to be considered as bullying.
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Cyberbullying

It does not include physical
harm but could lead to it.
It can spread quickly, and many
people can know about it.
The victim could not necessarily
know who the bully is.
It is difficult to identify when the bullying will stop, because the source
of abuse could be available on the
internet, and could reach different
individuals at different times.
Usually, bullying could happen
instantly and without previous
planning, or thinking of its results
or consequences because cyberbullying is easier and faster.
Not limited to a specific place or
time, it could start at midnight while
the victim is sleeping in his house.
Repetition is not a condition for
cyberbullying to be considered
as bullying. One cyberbullying
incident could take a wider
range and have an interaction
or support from others too.
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4 simple strategies to Stand Up to
cyberbullying
1. Being aware and careful of cyberbullying, where it
occurs and its methods.
2. Dealing with cyberbullying in a smart manner, by
reporting the cyberbullying, blocking the cyberbully
and documenting the incident and reporting it.
3. Knowing and letting others know that cyberbullying is
wrong, and should not be tolerated; instead, it should
be stopped immediately.
4. Contributing in putting a stop to cyberbullying by
spreading awareness to your classmates, friends and
family.
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How can cyberbullying happen ?

• • A word, sentence, or a
written paragraph with
harmful or embarrassing
words directed at you.
•• A real or fabricated image
in which you may look
indecent, or embarrassing.
•• Rumors that offend you,
or with the intention to
ruin your reputation.
•• Real or fabricated videos in which you are behaving
in an indecent or embarrassing manner.
•• Signs that indicate inappropriate or indecent things.

There are many electronic methods that can be
used in cyberbullying:
••
••
••
••

Texting
Social Media
Games
Phone calls
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What are the main categories of
cyberbullying?
There are two categories of cyberbullying:
1. Direct cyberbullying:
When a bully sends
harmful content directly
to you.
2. Indirect cyberbullying:
When a bully sends
harmful content to you
or others through a
public platform such as
social media websites
or applications.
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What are the main types of cyberbullying?

1. Humiliation and harassment
A person can send you
something to humiliate
you, for example: “No
one loves you”, “You are
a loser”, “Can’t you see
yourself in the mirror,
you are ugly”, “You are a
fat loser”…
2. Isolation and exclusion
A person marginalizes, isolates
or excludes you from an activity
or a group you belong to in one
way or another. For example, a
person invites all his classmates through
his Facebook page and excludes you, and
writes in the invitation that he excluded
you because he does not want you; you
are boring and you are not important.
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What are the main types of cyberbullying?

3. Threatening and deception
A person threatens you with information related to
something you are afraid that your parents, caregivers,
or others might know about it. For example, someone
has a picture of you in a wrong or inappropriate place,
and threatens you to send it through social media
websites to reach your parents or caregivers. The
threat could also be false, for example, someone can
say that you went to their house and stole their money.
A threat could be with the intention of blackmail, where
someone uses the information that they have against
you, to make you do what they want even if you do not
want to do it.
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What are the main types of cyberbullying?

4. Impersonating
A person can impersonate you, and convince others
that it is true. For example, a person can steal passwords
belonging to your email or any of your social media
accounts, or take your mobile whilst you are unaware,
and send improper messages or inappropriate pictures
from your account to others, which will make everyone
think that you sent it.
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Why do bullies, bully?

Some people are just more aggressive, dominating and
impulsive by nature. It does not always mean that they
are bullies. Bullies target others and don’t usually accept the consequences of their actions, bullies crave
power and attention. Most bullies do not understand
how wrong their behavior is, and how it makes others
feel.
Whether we have done it ourselves, or we know others
who are doing it. It is very important for us to understand that bullying is a serious act and has harmful effects on the lives of others.
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Do teenagers cyberbully the same way adults do?

Just as adults, teenagers cyberbully others too, the
only difference is that the percentage of teenagers that
cyberbully is higher than adults.
There are many reasons, which cause teenagers to
cyberbully, such as:
1. The nature of teenagers which tends to get excited
about trying and experiencing new things.
2. Adolescence is a transitional stage between childhood
and adulthood, and one of the things that a teenager
tries to prove to himself is that he has surpassed
childhood by having a sense of control.
3. Teenagers are very emotional, and at the same time,
they respond rapidly to external effects for instance,
when they are provoked. So when a person does
something that makes them angry, teenagers tend
to be in a reckless state during which they want
to respond quickly, hence they do what comes to
their mind without thinking carefully about the
consequences towards themselves or others.
4. Usually, a teenager creates an image to himself that
he wishes to be true, and likes to be seen through
that image by others, which is not necessarily his true
image. “Powerful” is usually one of the personalities he
wishes to obtain, and wants to deal with others based
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Do teenagers cyberbully the same way adults do?

on the power that he has. Sometimes the teenager
thinks that his ability to harm others and bully them is
what gives him power.
5. Teenagers tend to seek attention, and like to be the
topic of conversation and being a source of excitement.
Cyberbullying helps teenagers achieve that purpose
negatively.
As a human being, it is important to know your strengths
and the challenges that you face in life. Knowing these
aspects is vital in order for you to make decisions
carefully before taking any actions, and to ensure that it
is a sound and correct based on mature thinking rather
than being reckless.
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Are teenage bullies considered bad people?

A teenage bully is usually an ordinary person with many
good characteristics but who also made the choice to
surrender to his weaker characteristics within himself, and
as a result he harms others. It is often that a bully was at
some point of time bullied, therefore bullying is a way of
trying to regain some of the self-worth that was lost.
A bully may show signs of contempt, victory, and
happiness in the ability to harm others, but knows deep
inside that, this is not a victory, and that bullying does
not achieve anything with a value. This breaks his selfconfidence, even if he tried to pretend otherwise.
What strengths do cyberbullies rely on?
A cyberbully does not have any inner strength. All a
cyberbully needs is a smart device and the will to cause
harm to another person.
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What are the challenges victims face?

•• Falsely believe he or she cannot control what is posted
on his or her social media, or who is sending messages
to him or her.
- Of course you can control what gets posted on your
social media, using your profile setting and switching
to private to control who is following you! Or by
blocking specific online “friends”.
•• Feeling uncomfortable telling adults what someone
wrote or posted online, because the comment is
inappropriate or they are scared of causing a scene.
- Speak to a trusted adult. It is always good to involve
your parents, if you can’t, a school counselor or
teacher usually knows how to help!
•• Feeling powerless to deal with cyberbullying is a normal
feeling, Say No To Cyberbullying and educate yourself
by reading more about it and understanding it.

In your opinion, list down any other common challenges
a victim can face, and how he/she can overcome them?
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Can I unintentionally support a bully?

Cyberbullying is willful and repeated harm inflicted
through the use of computers, cell phones, or other
electronic devices. In some cases, people unintentionally
become part of this equation without realizing.
You are supporting bullying if you for example:
••
••
••
••

“Like” an offensive post.
“Comment” on an existing post that is offending.
When you “Repost” an offending post.
“Broadcast” a message on
WhatsApp, false/offending
material even if it is with
the good intentions of
spreading awareness.
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What are the effects of cyberbullying?

Bullying, no matter whether it is traditional bullying or
cyberbullying, causes significant emotional and psychological distress.
Here are some common feelings victims of
cyberbullying go through:
•• Difficulty to trust others.

•• Feeling disinterested in school.
•• Feeling alone and isolated.

•• Feeling exposed and humiliated.
•• Feeling anxious and depressed.
•• Feeling angry and vengeful.

•• Feeling dissatisfied with who they are.
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I don’t want to be a victim of
cyberbullying, what do I do?
As long as you are using the internet, there is a chance that you
could be subject to cyberbullying from people that you may or
may not know. However, there is so much you can do to reduce
these possibilities to the lowest.

The following points are some important things you could do:
1. Take extra care and caution, fully activate the security features in
your applications and all of your accounts and do not make any
of your accounts public. All social network sites, email providers
etc. have enhanced privacy features, which gives you additional
protection from people who might violate
your account or misuse your information in
ways that would be harmful to you.
2. Do not expose your weakness by
displaying them in public. If you are
afraid of certain things, if you are home
alone or worried about something or
any aspect of your life that someone
could use in a harmful way against
you, do not post it on the internet.
3. Respect your privacy and do not
share the details of your life with
others. These things may seem
insignificant to you and you may
think that no one cares about
them, but they actually give the
cyberbully important information
about your lifestyle and aids them
in discovering your weaknesses and
using them against you.
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I don’t want to be a victim of
cyberbullying, what do I do?
4. Speak respectfully about others through your accounts,
especially about your parents, guardians and family, and do not
share your family problems with others.
5. Do not share personal information about you or your family
with anyone, including your parents or guardian’s place of work
and travel plans.
6. Be aware of your actions and think before making any wrongful
act. Remember that mistakes were easier to forget before
telecommunications and the internet, where everything is easy
to save and keep.
7. Have good relationships with good people who do not bully
and do not accept bullying. They could be very supportive to
you when you need them. Do not isolate yourself because you
will not know what to do when you are involved in a problem.
8. Do not do something that is wrong and don’t be a bully or
participate in bullying someone, no matter how easy it is and
how much you want to do it.
9. If you do not want something to spread, do not post it on
the internet in the first
place. You control the
information that you
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When you are bullied, you are in an uncomfortable
and painful situation, you will not have a positive
outlook on yourself, and you will see yourself as
a weak or inappropriate person. Sometimes, you
will believe the bad things the bully says about
you. That is why it is important to always confirm
certain phrases to yourself, always remind
yourself and repeat the following when you are
being bullied:

You are a person with a valuable presence in this world,
and no other person is of any more or less value than you.
No one can reduce your value, because it is Godgiven and no one can take it from you. Therefore,
do not make your value linked to your looks, color,
social or financial status.
The bad things people say about you do not change the
reality of who you are. Therefore, make sure you are
building a strong personality with a humane basis,
and choose your actions based on what will benefit
others and not what would harm them, in order to
ensure that you are a good person no matter how
the bully tries to spread the opposite.
It is in your hand to build your self-confidence and not
in the hand of others. It is one of the most important
things you need in hard times, and it can give you
strength and the ability to overcome those times.
Work every day on improving your self-confidence,
by achieving good successes in school and outside
of it, building healthy relationships with others,
helping others, and more.
There are a lot of people who love you, want what’s best
for you, would like to help and stand by you. No matter
how mixed are your feelings towards the people in
your life, there is no doubt that your parents and
family’s love and attention to you is real and strong,
even if they are unable to express it correctly. A lot
of your relatives, teachers and friends may carry this
love and attention to you more than you imagine.
Do not isolate yourself and believe that you are by
yourself and no one can help and support you.
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In case you are bullied, make sure you take
the following steps:
1. Seek counseling and support:
Speak to an older person that
you trust, such as your parents,
older siblings, teacher, school
administration or any other
older person your parents or
guardian trust. If you know
the bully, ask an adult whom
you can trust such as your
parents or guardian to communicate with him to stop
the bullying.
2. Report cyberbullying to the social media site: You
may be able to deal with the situation in a better
way, by not responding to the bullying and reporting
it.
3. Do not bully the bully: A bad deed cannot be fixed
by mirroring it. Do not bully the bully, just report and
block the bully.
4. Print and keep copies of all the cyberbullying:
No matter what, do not respond to anyone who
threatens you, save their messages, comments and
posts as evidence. Remember, without evidence you
have no proof of the cyberbullying.
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In case you are bullied, make sure you take
the following steps:
5. Get to know the official entities and what they can do in
order to protect and support you in case you are facing
cyber threats and /or abuse.

General Directorate of Anti-Corruption and
Economic and Electronic Security
Hotline: 992
Website: www.interior.gov.bh
Child Protection Centre
Hotline: 998
Email: 998@social.gov.bh
Website: www.social.gov.bh
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What if you are a bully?
What can you do to stop it?
1. Know that your actions are hurting someone else.
2. Realize that everyone deserves respect, and that
differences are part of our world.
3. Know that it is never okay to hurt someone else.
4. Talk to an adult you trust and ask for their help.
Remember, it is not too late to change. Bullying is only a
behavior, it’s about words and actions – not about who
you are.
“Bullying is about behavior and behavior can change”.
www.pacerkidsagainstbullying.org

What else can
you

add to the list?
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What if you are a bully?
What can you do to stop it?
You might be a bully, knowingly, or you may not pay
attention to the fact that your actions are considered
as cyberbullying. But you are brave enough to admit
your mistakes and correct them. Take the following
steps very seriously:
1. Before anything, take the decision to stop bullying
immediately.
2. You may think that what you are writing online is
ordinary talk and only chitchat and nothing serious,
that’s why it cannot cause real harm to someone. But
in reality, it is not like that at all; harmful and offensive
words hurt in a real way whether said seriously or not.
3. Remember, what you write can reach real people
with feelings and real families. When you hurt people
online, it reflects on the reality of their lives and causes
them real problems.
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What if you are a bully?
What can you do to stop it?
“Think about new ways
to respond that don’t involve bullying”
4.		 Don’t take everything as a joke or fun or a laugh. Some
words may be deeply harmful when you direct them
to others.
5.		 There is a difference between real friends in the real
world, and followers on social media websites. Those
are not real friends in the true sense of friendship.
Those who like and cheer for you when you are
bullying someone will be the same person cheering
someone who’s bullying you.

In your opinion, what are the three most important
things you can do to stop bullying immediately:
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What does being a "Leader" mean?

•• Knowing your strengths and unique traits and
investing in them to find a positive change in yourself
and those around.
•• When you push towards transforming your weaknesses
and challenges into strengths, with the purpose of
knowing that you deserve the best, and helping others
to be at their best too.
•• Believe that your existence in this life has a meaning,
and that you are able to make the world around you a
better place.
•• Believe that you have the ability to make a positive
change, however small and simple the change is, it
will surely be strong and significant.
•• Stay committed to your human values, and do not
give them up even through difficult times.

What does being a leader and contributing to a positive
change for yourself, others, and the world around you
mean to you?
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What are the practical steps that I can take
to be a leader in order to limit cyberbullying?
1. Be thoroughly aware of the ways that cyberbullying
happens, or its early signs with your friends and classmates.
2. Do not be negative without movement. Always take a
step. Mark “Spam” and “Block”, write a polite comment
to redeem someone being offended.
3. Participate in helping the victim politely in case you
hear inaccurate or offensive news about him. You will be
amazed when others follow suit, and who’ll think twice
before supporting bullying. By that, you’ll participate in
limiting bullying.
4. Form a group and collaborate together in taking action
to limit cyberbullying.
5. When you are known not to tolerate harming others, you
will reduce the chances of being bullied. And in the same
time, when you face cyberbullying, you will increase the
chances of people standing by you and supporting you.
6. Assist in spreading the culture of others being leaders too
by spreading the true meaning of leadership.
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What are the practical steps that I can take
to be a leader in order to limit cyberbullying?
Think about what you have written or the pictures or
videos you want to send or comments or likes you want
to post on anything, and ask yourself the following
questions:
Yes No
Is it harmful to someone?
Does it have a hidden offence to someone or a
group?
Does it encourage people to harm someone?
Does it contribute in making someone feel bad
about themselves?
Rethink what you were going to post, comment or like,
and make sure that the action you will take will have
the answer to the above four questions as “No”. If one
answer is “Yes”, stop immediately.
Then do one of the following steps:
• Either you stop sending immediately
• Or change what you’ve written to achieve an answer
of “No” to all the previous questions
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To participate follow the following steps:
1.		 Complete the story by filling the empty bubbles
with suitable dialogue for the story.
2. Send your comments on the comics on Facebook,
Instagram, or Twitter.
3. Add the hash tags: #Safe_Internet and
#Say_No_to_cyberbullying
4. Make sure to mention @safesurf on Instagram,
and @safesurf_bh on Twitter
For more information visit our website
www.safesurf.bh or email us through
safesurf@tra.org.bh or any other “safesurf”
social media channels.

Group Exercises
Group exercise 1:
One of your classmates wrote something mean about
your classmate on his Instagram post accusing him of
inappropriate things, talking about him in a bad way
and making fun of him.
Discuss with your classmates the smart actions you can
do to stop this cyberbullying incident, and how you can
help your classmate in this situation.
•• Remember! Your goal is to STOP cyberbullying, and
NOT cause harm to the bully.

Group exercise 2:
Someone posted an inappropriate picture of your
friend on social media. You do not know how did they
get this picture, but you know that your friend shared
this photo with you and some of your close friends only
and asked not to share it with anyone.
Discuss with your classmates about what can you do to
stop cyberbullying, and how can you help your friend
in this situation, taking into consideration the following
points:

Group Exercises
•• Discuss the risks of broadcasting messages and pictures
on social media or instant messaging applications such
as “WhatsApp”.
•• If his picture was found on social media, what can you
do about it?

Group exercise 3:
Your friend came to you freighted and anxious, and tells
you “someone is threatening me on Facebook, and asks
me to send pictures of myself, if I don’t, he will harm my
family”.
Your friend got even more scared when he found out
that the person knew so much about him and his family.
In this situation, discuss with your classmates what
would you do?

Questions
Choose the best answer
1) Cyberbullying is using devices connected to the
internet to:
a) Deliberately harm someone.
b) Use someone’s weaknesses to harm him.
c) Make someone feel isolated, insecure and miserable.
d) All of the above.

2) Types of people who are victims of cyberbullying:
a) Anyone.
b) Popular.
c) Troublemakers.
d) Shy and sensitive.

3) Cyberbullying is considered:
a) Not that important, everyone gets bullied at school.
b) Very serious, it makes people feel threatened and unsafe.
c) Fairly serious, only if there is evidence that it happened.

4) If I get bullied on a social networking website:
a) I speak with an adult that I trust.
b) I do not reply to bullying directly, instead I capture the
evidence, and report it.
c) I block and report the bully.
d) All of the above.

Questions
5) A cyberbully is usually:
a) Big and mean.
b) Sneaky, and anonymous.
c) An extremely bad person.
d) It can be anyone.

6) Ways to deal with cyberbullying include:
a) Not replying to mean messages or posts.
b) Block and report the bully on your social networking site.
c) Collecting evidence of cyberbullying behavior.
d) All of the above.
The right answers:
1) d, 2) a, 3) b, 4) d, 5) d, 6) d
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frusefas#

You are a person with a valuable presence in this world,
and no other person is of any more or less value than you.
#safesurf

It is in your hand to build your self-confidence
and not in the hand of others.
#safesurf

The bad things people say about you do not
change the reality of who you are.
#safesurf
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The bad things people say about you do not
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#safesurf
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